
AUDIT REPORT

Client Name usv

Equipment Id eq123

Start Date & Time 05/08/2017  12:00:00

End Date & Time 05/08/2017  16:59:00

AUDIT REPORT

CommentUserDescriptionDate & Time

05/08/2017  12:36:37 Runtime start of WinCC Runtime Advanced V13.00 + SP01 HF9 on HMI device 
SCADA. Project: ''''0.3_USV_1200-600LCB_WO071_H030_03_08_17.PC-System_1 
- 0'''' Build 300 created with WinCC Advanced V13 SP1 Update 9

System

05/08/2017  12:36:37 Change to operating mode ''online''. System

05/08/2017  12:36:37 User administration imported successfully. System

05/08/2017  12:37:20 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  12:47:41 Change of the tag value ''HMI TAGS_ALARM ACK'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:47:43 Change of the tag value ''RESET'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:47:49 Data record : Synchronization executed. SCADA/saan1

05/08/2017  12:47:53 Change of the tag value ''BATCH NUMBER'' from ''05_08_17_01'' to ''05_08_17_02''. SCADA/saan1

05/08/2017  12:47:55 Data record USV_1: Load data medium to displayed data record. SCADA/saan1

05/08/2017  12:47:55 Change of the tag value ''DATA RECORD NAME'' from '''' to ''USV_1''. SCADA/saan1

05/08/2017  12:48:01 Signed: Data record USV_1: Transfer displayed data record to PLC. SCADA/saan1 c

05/08/2017  12:48:02 Change of the tag value ''AUTO MODE SELECTED'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:48:04 Change of the tag value ''INITIAL CONFIRMATION FOR AUTO START '' from ''0'' to 
''-1''.

SCADA/saan1
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05/08/2017  12:48:06 Change of the tag value ''AUTO PROCESS START'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:48:07 Change of the tag value ''CONFIRMATION FOR PROCESS START '' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:48:09 Change of the tag value ''AUTO PROCESS START'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:48:09 Change of the tag value ''AUTO PROCESS START'' from ''-1'' to ''-1''. SCADA/saan1

05/08/2017  12:49:49 Signed: Change of the tag value ''AUTO PROCESS STOP'' from ''0'' to ''-1''. SCADA/saan1 sdew

05/08/2017  12:50:06 Change of the tag value ''HMI TAGS_ALARM ACK'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:50:09 Change of the tag value ''DATA RECORD NAME'' from ''USV_1'' to ''USV_1''. SCADA/saan1

05/08/2017  12:50:09 Data record USV_1: Synchronization executed. SCADA/saan1

05/08/2017  12:50:13 Change of the tag value ''RESET'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:50:15 Change of the tag value ''RESET'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:50:18 Change of the tag value ''DATA RECORD NAME'' from ''USV_1'' to ''USV_1''. SCADA/saan1

05/08/2017  12:50:18 Data record USV_1: Synchronization executed. SCADA/saan1

05/08/2017  12:50:23 Change of the tag value ''BATCH NUMBER'' from ''05_08_17_02'' to ''05_08_17_03''. SCADA/saan1

05/08/2017  12:50:29 Signed: Change of the tag value ''AUTO RECIPE PRE MIXING ENABLE'' from ''-1'' to 
''0''.

SCADA/saan1 g

05/08/2017  12:50:34 Signed: Data record USV_1: Transfer displayed data record to PLC. SCADA/saan1 dd

05/08/2017  12:50:36 Change of the tag value ''AUTO MODE SELECTED'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:50:39 Change of the tag value ''INITIAL CONFIRMATION FOR AUTO START '' from ''0'' to 
''-1''.

SCADA/saan1

05/08/2017  12:50:40 Change of the tag value ''AUTO PROCESS START'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:50:43 Change of the tag value ''CONFIRMATION FOR PROCESS START '' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:50:44 Change of the tag value ''AUTO PROCESS START'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:56:03 Change of the tag value ''RESET'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:56:04 Change of the tag value ''DATA RECORD NAME'' from ''USV_1'' to ''USV_1''. SCADA/saan1

05/08/2017  12:56:04 Data record USV_1: Synchronization executed. SCADA/saan1

05/08/2017  12:56:08 Change of the tag value ''BATCH NUMBER'' from ''05_08_17_03'' to ''05_08_17_4''. SCADA/saan1

05/08/2017  12:56:12 Change of the tag value ''AUTO MODE SELECTED'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:56:13 Change of the tag value ''INITIAL CONFIRMATION FOR AUTO START '' from ''0'' to 
''-1''.

SCADA/saan1

05/08/2017  12:56:14 Change of the tag value ''AUTO PROCESS START'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:56:16 Change of the tag value ''CONFIRMATION FOR PROCESS START '' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  12:56:18 Change of the tag value ''AUTO PROCESS START'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  13:01:02 Change of the tag value ''HMI TAGS_ALARM ACK'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  13:01:11 Change of the tag value ''RESET'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  13:01:13 Change of the tag value ''DATA RECORD NAME'' from ''USV_1'' to ''USV_1''. SCADA/saan1

05/08/2017  13:01:13 Data record USV_1: Synchronization executed. SCADA/saan1

05/08/2017  13:01:57 User logged off. SCADA/saan1
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05/08/2017  13:02:10 User ''SCADA/op1'' logged on with group ''Operator''. SCADA/op1

05/08/2017  13:04:53 User logged off. SCADA/op1

05/08/2017  13:05:06 User ''SCADA/sup1'' logged on with group ''Supervisor''. SCADA/sup1

05/08/2017  13:08:54 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/sup1

05/08/2017  13:09:25 Change of the tag value ''RESET'' from ''0'' to ''-1''. SCADA/sup1

05/08/2017  13:09:27 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/sup1

05/08/2017  13:42:59 User logged off. SCADA/sup1

05/08/2017  13:46:36 SIMATIC Logon: User ''sup1'' could not be logged on. System

05/08/2017  13:46:49 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  13:46:50 Shutting down application. SCADA/saan1

05/08/2017  13:46:50 Stopping program run of WinCC Runtime Advanced V13.00 + SP01 HF9 on device 
SCADA.

System

05/08/2017  13:48:28 Runtime start of WinCC Runtime Advanced V13.00 + SP01 HF9 on HMI device 
SCADA. Project: ''''0.3_USV_1200-600LCB_WO071_H030_03_08_17.PC-System_1 
- 0'''' Build 300 created with WinCC Advanced V13 SP1 Update 9

System

05/08/2017  13:48:28 Change to operating mode ''online''. System

05/08/2017  13:48:37 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  13:50:49 User logged off. SCADA/saan1

05/08/2017  13:50:55 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  13:51:00 Data record : Synchronization executed. SCADA/saan1

05/08/2017  13:51:08 Change of the tag value ''BATCH NUMBER'' from ''05_08_17_4'' to ''05_08_17_6''. SCADA/saan1

05/08/2017  13:53:50 Change of the tag value ''AUTO MODE SELECTED'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  13:53:51 Change of the tag value ''INITIAL CONFIRMATION FOR AUTO START '' from ''0'' to 
''-1''.

SCADA/saan1

05/08/2017  13:53:52 Change of the tag value ''AUTO PROCESS START'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  13:53:53 Change of the tag value ''CONFIRMATION FOR PROCESS START '' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  13:53:54 Change of the tag value ''AUTO PROCESS START'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  13:54:00 User logged off. SCADA/saan1

05/08/2017  13:54:14 User ''SCADA/op1'' logged on with group ''Operator''. SCADA/op1

05/08/2017  13:54:43 User logged off. SCADA/op1

05/08/2017  13:54:58 User ''SCADA/sup1'' logged on with group ''Supervisor''. SCADA/sup1

05/08/2017  14:08:01 User logged off. SCADA/sup1

05/08/2017  14:08:04 SIMATIC Logon: User ''sup1'' could not be logged on. System

05/08/2017  14:08:17 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  14:08:17 Shutting down application. SCADA/saan1
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05/08/2017  14:08:18 Stopping program run of WinCC Runtime Advanced V13.00 + SP01 HF9 on device 
SCADA.

System

05/08/2017  14:09:32 Runtime start of WinCC Runtime Advanced V13.00 + SP01 HF9 on HMI device 
SCADA. Project: ''''0.3_USV_1200-600LCB_WO071_H030_03_08_17.PC-System_1 
- 0'''' Build 300 created with WinCC Advanced V13 SP1 Update 9

System

05/08/2017  14:09:32 Change to operating mode ''online''. System

05/08/2017  14:09:32 User administration imported successfully. System

05/08/2017  14:09:43 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  14:20:23 User logged off. SCADA/saan1

05/08/2017  14:20:26 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  14:20:27 Shutting down application. SCADA/saan1

05/08/2017  14:20:27 Stopping program run of WinCC Runtime Advanced V13.00 + SP01 HF9 on device 
SCADA.

System

05/08/2017  14:21:19 Runtime start of WinCC Runtime Advanced V13.00 + SP01 HF9 on HMI device 
SCADA. Project: ''''0.3_USV_1200-600LCB_WO071_H030_03_08_17.PC-System_1 
- 0'''' Build 300 created with WinCC Advanced V13 SP1 Update 9

System

05/08/2017  14:21:19 Change to operating mode ''online''. System

05/08/2017  14:21:41 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  14:21:45 Change of the tag value ''HMI TAGS_ALARM ACK'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  14:30:33 User logged off. SCADA/saan1

05/08/2017  14:30:38 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  14:30:39 Shutting down application. SCADA/saan1

05/08/2017  14:30:39 Stopping program run of WinCC Runtime Advanced V13.00 + SP01 HF9 on device 
SCADA.

System

05/08/2017  15:38:45 Runtime start of WinCC Runtime Advanced V13.00 + SP01 HF9 on HMI device 
SCADA. Project: ''''0.3_USV_1200-600LCB_WO071_H030_03_08_17.PC-System_1 
- 0'''' Build 300 created with WinCC Advanced V13 SP1 Update 9

System

05/08/2017  15:38:45 Change to operating mode ''online''. System

05/08/2017  15:38:55 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  15:39:43 Change of the tag value ''HMI TAGS_ALARM ACK'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  15:40:45 User logged off. SCADA/saan1

05/08/2017  15:40:54 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  15:40:57 Shutting down application. SCADA/saan1

05/08/2017  15:40:57 Stopping program run of WinCC Runtime Advanced V13.00 + SP01 HF9 on device 
SCADA.

System

05/08/2017  15:51:09 Runtime start of WinCC Runtime Advanced V13.00 + SP01 HF9 on HMI device 
SCADA. Project: ''''0.3_USV_1200-600LCB_WO071_H030_03_08_17.PC-System_1 
- 0'''' Build 300 created with WinCC Advanced V13 SP1 Update 9

System
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05/08/2017  15:51:09 User administration imported successfully. System

05/08/2017  15:51:09 Change to operating mode ''online''. System

05/08/2017  15:51:18 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  15:51:30 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  15:51:32 Change of the tag value ''HMI TAGS_ALARM ACK'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  15:52:40 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  15:54:21 Change of the tag value ''RESET'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  15:54:23 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  15:56:24 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:10:21 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:11:09 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:11:31 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:12:23 User logged off. SCADA/saan1

05/08/2017  16:13:34 SIMATIC Logon: User ''saan1'' could not be logged on. System

05/08/2017  16:13:42 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  16:16:04 Change of the tag value ''RESET'' from ''0'' to ''-1''. SCADA/saan1

05/08/2017  16:16:07 User logged off. SCADA/saan1

05/08/2017  16:16:26 User ''SCADA/op1'' logged on with group ''Operator''. SCADA/op1

05/08/2017  16:16:29 Data record : Synchronization executed. SCADA/op1

05/08/2017  16:16:48 Change of the tag value ''BATCH NUMBER'' from ''05_08_17_6'' to ''05_08_17_7''. SCADA/op1

05/08/2017  16:16:51 Change of the tag value ''AUTO MODE SELECTED'' from ''0'' to ''-1''. SCADA/op1

05/08/2017  16:16:52 Change of the tag value ''INITIAL CONFIRMATION FOR AUTO START '' from ''0'' to 
''-1''.

SCADA/op1

05/08/2017  16:16:53 Change of the tag value ''INITIAL CONFIRMATION FOR AUTO START '' from ''-1'' to 
''-1''.

SCADA/op1

05/08/2017  16:16:54 Change of the tag value ''AUTO PROCESS START'' from ''0'' to ''-1''. SCADA/op1

05/08/2017  16:16:56 Change of the tag value ''CONFIRMATION FOR PROCESS START '' from ''0'' to ''-1''. SCADA/op1

05/08/2017  16:16:57 Change of the tag value ''AUTO PROCESS START'' from ''0'' to ''-1''. SCADA/op1

05/08/2017  16:17:43 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/op1

05/08/2017  16:18:43 User logged off. SCADA/op1
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05/08/2017  16:19:21 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  16:19:55 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:20:08 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:20:09 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:21:11 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:22:28 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:23:16 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:35:18 The last program run was not correctly exited. This may result in the loss of data. System

05/08/2017  16:35:18 Runtime start of WinCC Runtime Advanced V13.00 + SP01 HF9 on HMI device 
SCADA. Project: ''''0.3_USV_1200-600LCB_WO071_H030_03_08_17.PC-System_1 
- 0'''' Build 300 created with WinCC Advanced V13 SP1 Update 9

System

05/08/2017  16:35:18 Change to operating mode ''online''. System

05/08/2017  16:35:18 User administration imported successfully. System

05/08/2017  16:35:30 User ''SCADA/saan1'' logged on with group ''Administrator group''. SCADA/saan1

05/08/2017  16:35:46 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:36:43 Start Audit Trail ''C:\AuditTrail\AuditTrail0.csv''. All GMP relevant user actions will be  
logged.

SCADA/saan1

05/08/2017  16:41:28 Change of the tag value ''HMI TAGS_ALARM ACK'' from ''0'' to ''-1''. SCADA/saan1
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